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Welcome

Thank you for purchasing Metretek, Inc.’s InvisiConnect™ Enterprise Server solution! This document will
help you get started with installing the software and setting up the remote unit. If you have any questions
regarding the InvisiConnect™ solution, please feel free to call Metretek, Inc. Technical Support for
assistance.

This document Copyright ©2006 by Metretek, Inc. and may not be reproduced, in whole or in part without
the expressed written consent of Metretek, Inc. No merchantability is expressed or implied through the
use of this document. All rights reserved. For errors, omissions or corrections, please contact Metretek,
Inc., Technical Support at support@metretekfl.com.

Introduction

This installation guide covers the general setup and configuration of the InvisiConnect™ Enterprise
Server (InvisiConnect™) solution by Metretek, Inc. It will also cover general configurations for
applications, but does not cover any specific application except where used as an example. Consult your
application’s User Guide for more specific information on configuring your application software and/or
Metretek’s Cellular Network Interface User’'s Guide, a more comprehensive text for the InvisiConnect™
solution. For InvisiConnect™ specific questions, consult the online help.

This document assumes you have knowledge of installing software, are familiar with your version of the
Windows® Operating System and have knowledge of its operation. If you do not think you can install this
software on your own or make changes to your system or software, please contact your technical support
department or other qualified person to assist you.

The InvisiConnect™ solution components used in this Setup Guide include the InvisiConnect™ software,
MP32 programming software, the Cellular Network Interface (CNI) device and a programming cable.
Please make sure you have all of these components available before you begin the installation. The
software is supplied on CDs. For other media options, please contact Metretek, Inc. Technical Support.

Remember that this document is only a guide for installing InvisiConnect™ and its components. Once
InvisiConnect™ is installed you can use the built-in help to view more detailed program operations.
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Knowledge and Prerequisites

Knowledge Requirements

This document requires basic operating system, hardware and network knowledge in order to properly
configure the software and hardware referenced in this document. Specifically, you will need to install
software, know some TCP/IP protocol settings and have a basic understanding of data communications
such as COM ports. Metretek, Inc. Technical Support may be able to help in these cases, however
configuring your network, application or device is beyond the scope of this document.

Software Prerequisites

InvisiConnect™ should be installed on a computer running Windows98® or later which includes
Windows2000® or Windows2003® Server. Regardless of platform, the term “server” is used to identify
the computer where InvisiConnect™ is installed and running.

MP32 is the software used to initially program the Cellular Network Interface (CNI) and has the same
hardware and software requirements as the InvisiConnect™ software.

It is not necessary to install InvisiConnect™ and MP32 on the same computer since they perform
functions that are exclusive to each other, however it is convenient to do so, especially when you are
becoming familiar with the hardware and software.

Hardware Prerequisites

InvisiConnect™ will run on the minimum hardware required by the operating system you are using,
however, as with any software package, performance is increased dramatically by newer and expanded
hardware. You should carefully consider where the software will reside. Also consider that Windows®
Server platforms are typically more stable than workstation platforms.

Other requirements

InvisiConnect™ will need a public IP address and port, which can be obtained from your network
administrator or your Internet service provider, and a private (internal) static IP address. You may also
have to configure your network to allow this IP address and any assigned port through your firewall and
route the data to the InvisiConnect™ server on your network.

InvisiConnect™ will need at least one method for sending SMS (Short Message Services) messages.
(Refer to the Cellular Network Interface User’s Guide for more information on the communications
process.)



Installation Overview

Flowchart 1 is a flowchart of the processes that are performed when you are installing and configuring
InvisiConnect™ on your computer. These steps are covered in more detail later in this guide.
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Flowchart 2 is a flowchart of the processes that are performed when you are installing MP32 on your
computer and programming a CNI. These steps are covered in more detail later in this guide.
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Software Installation

Once you have identified the computer where you will install the software and you have all the items
mentioned earlier, you can begin the installation.

The installation process requires local administrative rights to install the software on the chosen
computer. If your account does not have elevated privileges to install software and device drivers do not
continue until you can log in with these privileges.

Your license file (filenames license.bin and license.txt) allows InvisiConnect™ to run and therefore you
should always have a backup copy of these files in a secure location in case you need to re-install
InvisiConnect™ in the future.

Installing InvisiConnect™

Most installations do not require any changes to the default values provided during the installation. You
can change the location of the program or the location of the shortcuts during the installation process.
Check to see if your network policies allow the default installation options to be changed first.

Follow these steps and refer to the figures when installing InvisiConnect™ on your system. The
installation of InvisiConnect™ WAS Server and InvisiConnect™ WAS Client are identical. The
significance between the two functions is a combined result of the configuration and the license files.

To install InvisiConnect™ from a CD:

1. Insert the installation disc into your computer’s CD-ROM drive. If AutoPlay is enabled, the setup
program will automatically execute. If it does not, navigate to your computer’'s CD-ROM drive and
run setup.exe from the root of the disc to begin the setup program.

2. Figure 1. Welcome screen — Click <Next> to continue.



Welcome EI

Ywelcome to the InvisiConnect Setup program. Thiz
pragramm will ingtall [nvigiConnect on waur computer.

[t iz ztrongly recommended that pou exit all windows programs
befare running thiz Setup program.

Click Cancel to quit Setup and then cloze any programs you
have running. Click Mext to continue with the Setup program.

wiARMIMG: Thiz program is protected by copyright law and
international reaties.

|Inauthorized reproduction or diztibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted ta the mawimum extent poszible under law.

Cancel |

Figure 1 — InvisiConnect™ Installation — Welcome

3. Figure 2. Software License Agreement — Read before continuing then click <Yes> to agree and
continue the installation. Clicking <No> will terminate the installation process.

Software License Agreement x|

Pleaze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest af the agreement.

|METFEETEK LICEMSE AGREEMEMNT ﬂ
LICEMSE FOR InviziConnect

Thiz Metretek InviziConnect icenze describes your nights to access or othenaize utilize
the zervices of the InvisiConnect Software. The ketretel: zoftware product identified
above, which includes computer software and azzociated media and printed maternialz
and may include "anline ar electranic dacumentation [MSOFTWARE PRODUCT" ar
"SOFTWARE").

By instaling, copying, ar otherwize using the Software Product, vou agree to be bound
by the terms of thiz license.

[f you do not agree to the terms of this icense, promptly return the unused SOFTWARE j

Do you accept all the terms of the preceding License Agreement? IF vou choose Mo, Setup
will cloze. Toinztall InvisiConnect, you must accept thiz agreement.

¢ Back Yes Mo |

Figure 2 — InvisiConnect™ Installation — Software L icense Agreement



4. Figure 3. Choose Destination Location - You can choose a destination other than the default
location by clicking the <Browse> button and selecting an alternate location for the program. Click
<Next> to continue.

Choose Destination Location il

Setup will ingtall [wviziConnect in the following folder.
T inztall ta this folder, clhick Nest.

Toinstall to a different folder, click Browse and select another
falder.

“'ou can chooze not to install InvigiConnect by clicking Cancel to
exit Setup.

— Destination Folder

:4Program Fileshh etretek i nviziConnect Browse... |
Cancel |

< Back

Figure 3 — InvisiConnect™ Installation — Choose Des tination

5. Figure 4. Select Program Folder — this is the folder you will select from the Start Menu. If you wish
to change the location of the InvisiConnect™ icons on the start menu, make the appropriate
changes here. Click <Next> to continue.

Note: You can move the icons to a different location on the start menu after installation, however
if you uninstall InvisiConnect™ new location of the icons will not be recognized and they will not
be removed automatically.



Select Program Folder i[

Setup will add program iconz to the Program Folder listed below.
'ou may twpe a new folder name, or select one from the exizting
Falders list. Click Mest to continue.

Program Folders:

tetretek \nviziConnec

E mizting Folders:

Administrative Toolz

Adobe

Metretek

Microzoft Office Small Buziness Tools

Microsoft Office Toolz

Mazilla Firefox

MTEFE. tManager

M et aiting ;I

< Back I Hewt > I Cancel |

Figure 4 — InvisiConnect™ Installation — Select Pro  gram Folder

6. The program will now install using the answers you provided or accepted.

7. Figure 5. Setup Complete — On the final installation screen, click <Finish> to complete the
installation process.

Setup Complete

Setup haz finizhed installing |nvisiConnect an your campter.

Setup can launch the Read Me file and |nviziConnect. Chooze
the options you wank below,

Click Finizh to complete Setup.

Figure 5 — InvisiConnect™ Installation — Setup Comp  lete



8. The last step is to copy the license.bin and license.txt files you were given to the InvisiConnect™
installation folder. This will override the default license files which limit the functionality of
InvisiConnect™. If you are implementing WAS, make sure you copy the correct files to the
computer, i.e. you will have a license.bin and license.txt file for each installation type, server or
client.

Installing MP32

The programming software for the CNI device is called MP32 (Metretek Device Programmer) and is
distributed on a CD or Floppy Disks and is available for download. You will only need to install MP32 to
configure or reconfigure devices. If you provided the necessary information to Metretek (and purchased
programming) then your CNIs will be shipped pre-programmed and most likely have already contacted
your server as part of the testing/programming process. The setup for MP32 is similar to the setup for
InvisiConnect™.

To install MP32 please do the following:

1. If AutoPlay is enabled on your computer, inserting the CD will start the installation process or if
not, run setup.exe from the root of the CD. If you have MP32 on Floppy Disks, insert the first disk
and run setup.exe from it to begin. Alternatively, run setup.exe from a folder where you copied the
setup files.

2. Figure 6. Welcome - Click <Next> to continue.

Welcome x|

Ywelcome to the MP32 Setup program.  Thiz program
will inztall MP32 on your campter.

[t iz ztrongly recommended that pou exit all windows programs
befare running thiz Setup program.

Click Cancel to quit Setup and then cloze any programs you
have running. Click Mext to continue with the Setup program.

wiARMIMG: Thiz program is protected by copyright law and
international reaties.

|Inauthorized reproduction or diztibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted ta the mawimum extent poszible under law.

Cancel |

Figure 6 — MP32 Installation — Welcome



3. Figure 7. Software License Agreement — Read before continuing then click<Yes> to continue the
installation.

Software License Agreement X

Pleaze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest af the agreement.

[METRETEK LICEMSE AGREEMENT ﬂ
LICEMSE FOR MP32

Thiz Metretek MP32 licenze dezcnbes pour rights to access or othenwize utilize the
zervices of the MP3Z Software. The Metretek zoftware product identified above, which
inchides computer software and aszociated media and printed materials and may include
"online'’ or electronic docurmentation ["'SOFTWARE PRODUCT" ar "SOFTWARE"™.

By inztaling, copying, or othenwize uzing the Software Product, pou agree to be bound
by the terms of this license.

If pou do not agree to the termg of thiz icenze, promptly return the unuzed SOFTW/ARE
PRODUCT to etretek for a full refund. j

Do you accept all the terms of the preceding License Agreement? IF vou choose Mo, Setup
will cloze. To inztall MP32, you must accept this agreement.

¢ Back Yes Mo |

Figure 7 — MP32 Installation — Software License Agr eement

4. Figure 8. Choose Destination Location - You can choose a destination other than the default
location by clicking the <Browse> button and selecting an alternate location for the program. Click
<Next> to continue.



Choose Destination Location El

Setup will install MP32 in the following folder.
Toinztall ta this folder, click Mest.

Toinztall to a different folder, click Browse and zelect another
folder.

“'ou can choose not ta install MP32 by clicking Cancel to exit
Setup.

C:%Program Fileshhkd etretel kP52 Browsze... |

" Destination Falder

¢ Back

Cancel |

Figure 8 — MP32 Installation - Choose Desired Locat ion

5. Figure 9. Select Program Folder — this is the folder you will select from the Start Menu. If you wish to change
the location of the InvisiConnect™ icons on the start menu, make the appropriate changes here. Click

<Next> to continue.

Select Program Folder

Setup will add program icons to the Program Folder listed below.
Y'ou may twpe a hew falder name, ar select ane from the exizting
Folders list. Click Mext to continue.

Pragram Folders:

Exizting Falders:

Administrative Toolz
Adobe
k etretek,

Microzoft Office Small Buziness Tools
ticrozoft Office Toolz

tozilla Firefos

MTEF. Manager

M et aiting j

¢ Back I MHest > I Cancel |

Figure 9 — MP32 Installation - Select Program Folde r




6. Figure 10. Start Copying Files — The setup program is now ready to copy files to your computer.
Click the <Next> button to begin copying files. The program will install using the answers
provided.

Start Copying Files El

Setup haz enough infarmation ta start copring the proaran files.
[f you want to review ar change any zettingz, click Back. [F pou
are satisfied with the zettingz, click Mest to begin copying files.

Current Settings:

Ready ta start copying files. ;I

Ll_l
Cancel |

¢ Back

Figure 10 — MP32 Installation - Start Copying Files

7. Figure 11. Setup Complete — On the final installation screen, click <Finish> to complete the
installation process. You are now ready to configure your system.



Setup Complete

Setup haz finizhed installing MP32 on vour computer.

Setup can launch the Read Me file and MP32. Choose the
optionz you want below,

Click Finizh to complete Setup.

¢ Back

Figure 11 — MP32 Installation — Setup Complete



Configuring InvisiConnect™

This portion of the guide will help you install InvisiConnect™ as a WAS Server or as a stand alone
product, therefore you should complete this section prior to configuring a WAS Client. After you have
installed InvisiConnect™ you can view or print the complete manual by selecting InvisiConnect Help
Manual from the program folder.

First Run

When InvisiConnect™ is launched for the first time on a computer, you will receive a warning (Figure 12)
that device drivers need to be installed. Click <OK> to continue if you have logged on the computer with
an account that has rights to install software and device drivers, otherwise, log off and use another
account that has these elevated privileges and launch InvisiConnect™ again to complete the installation
process.

Device Driver Installation Reqired

@ InvisiConnect needs to install software device drivers to continue. Also the current Lser must have Administrator
rights on this computer for the installation of the device drivers tio be successful,

If vou have Administrator rights on this computer and wish to continue click QK" otherwise click 'Cancel' to exit
InvisiConnect,

Figure 12 — InvisiConnect™ Configuration — Device D  river Installation

1. If you are running InvisiConnect™ on a computer with a firewall, such as WindowsXP SP2 or
Windows2003 Server, you may receive a warning. You must allow the application to run, or you
will not be able to use InvisiConnect™. Refer to your firewall's documentation for more
information on how to allow application exceptions.



= Windows Security Alert X|

To help protect yvour computer, Windows Firewall haz blocked
some featurez of thiz program.

Mame: InviziConnect Internet Server Application
Publizher: Metretek Inc

k.eep Blocking Unblock Azk Me Later

Wiindows Firewall has blocked thiz program from accepting connections from the

[nternet or a netwark,. [F pou recognize the program or st the publizher, pou can
unblock it when should | unblock a program?

Figure 13 — InvisiConnect™ Configuration — WindowsX P Firewall Alert

2. If your network policies impose firewall rules as a Group Policy, contact your network
administrator to make the necessary changes.

3. InvisiConnect™ will automatically start after the device drivers are installed and will look similar to
Figure 14.

nyisiConnect

=0l x|

File Wiew Options Help

EEIEIEETEE]

External IP Address:
| o0 .0 .0

— IP Configuration and Contral
Start &l | StasStop|  Stopai |

Application Interface Tvpe | Status |

bod | Edt | Deete |

—Application Program Port Corfiguration
Fart[z] | Status | Tm’Fh-:'

&dd Edit Delete

Far Help, press F1

[ hm [ 4

Figure 14 — InvisiConnect™ Configuration - Initial Window



Configuring Network Connections
Refer to Figure 15 for the location of the following configuration changes.

1. Enter your external (public) IP address here. This address is the one that is available to public
and the CNI. Hint: It will not start with 10.x.x.x, 172.16.x.x to 172.31.x.x or 192.168.x.x as these
are part of the private addresses set aside for internal networks. Failing to enter the appropriate
value here will cause an authentication failure when the CNI contacts the server.

2. Click on the <Add> button in the IP Configuration and Control section of InvisiConnect™.

Enter your public IP
address here.
Add an IP server socket of
2 type needed for your app.

Add and configure
application COM ports.

Figure 15 — InvisiConnect™ Configuration — Configur  ing Connections



a. Select the type of connection. The most common option is to use Standard AT Modem
because it allows more configuration options with the COM port. Figure 16 — InvisiConnect™
Configuration — Add Interface shows the defaults when this is selected.

The types of connections available are:

- Direct Serial Application Interface
Some applications may be expecting to communicate directly with the remote device
without the use of a modem. In essence the application program still believes that the
remote device is directly connected to the computer.

- DNS / Application Server Application Interface
In this mode InvisiConnect™ and the CNI allow the host application to run as a server
and all of the remote devices as clients, no matter which direction the requests are
coming from. Each remote device acting as a server must have its own unique IP
address. However, the application may only know the remote device in the form of a
domain name, such as “RemoteDevicel35.net”.

- Discreet IP / Application Server Application Interf  ace
This interface is very similar to the DNS / Application Server but is designed for
applications that only use IP addresses, such as “42.145.90.45", to contact the remote
devices. Therefore there is no need to translate a domain name into an IP address.

- Echo / Relay / APl Server Application Interface
In this approach InvisiConnect™ can forward an SMS message on behalf of another
computer that is also running InvisiConnect™ through its own SMTP server or cellular
modem. The Echo / Relay / API Server use the UDP protocol. If there is a firewall
between InvisiConnect™ and the Internet it will need to be configured to allow UDP to
pass through.

- MODSMOD Modem
Your application program may be expecting to communicate with the remote device
using the Metretek Protocol. In this case select “MODSMOD Modem”. In this mode,
InvisiConnect™ will intercept commands issued by the server application and send
them to the device.



b. Select a different IP port number if desired. In any case, your network must route traffic (data)
on this port to the computer running InvisiConnect™.

c. Enter a description for the interface. Identifying an interface by entering a description will
make it easier when setting up InvisiConnect™. The description you enter will be displayed in
the appropriate trace window when it is started.

a Choose the type of

interface.
Enter a port
bnumber.
/ . .
Enter a description for
Cthe port.

Figure 16 — InvisiConnect™ Configuration — Add Inte  rface

3.

Click on the <Add> button in this section to add a COM port. You can also add a range of COM ports using
the same settings. This topic is covered in the next section.



4. During the initial setup and testing of InvisiConnect™ it is recommended that you not start the Workstation
Access Service (WAS) which is discussed later in this guide.

5. Continue with the next section Configuring COM Ports.

In most cases, the defaults for the remaining settings will work. If you are experiencing trouble with the
communications, contact Metretek, Inc.’s Technical Support or your network administrator for assistance.

Configuring COM Ports

This section can be repeated for as many COM ports needed to communicate with your program. Typically one or
possibly two COM ports are needed to communicate. You may wish to duplicate the number of physical modems (by
adding virtual COM ports) your program had available in InvisiConnect™ to make the new environment closely
resemble your previous setup. The number of COM ports (and RUIDs) you can create in this section is limited by
your license files, so it is important that you use your license files instead of the default files which will limit
InvisiConnect's™ functionality.

1. Click on <Add> in the Application Program Port Configuration section to add a COM (communications) port
to InvisiConnect™. Refer to Figure 17 to complete the following steps.

2. Unless you are specifically using a physical modem to communicate between InvisiConnect™ and your
program, you need to make sure Use Hardware Com Port(s) is unchecked.

3. Select a COM port to use. Do not use a port already in use by hardware! This port must match the COM port
in your application. Make sure that your application supports the port number. Some applications will not
support ports past COM4.

Uncheck this box for
most installations.

Select a COM port
to add.

Defaults may work. Verify
settings in your application.

Figure 17 — InvisiConnect™ Configuration — COMs for Applications



4. Inthe Port Settings section, make any adjustments necessary so they match the application
settings. Note that these settings are only necessary between the application and
InvisiConnect™. Remember, these ports are not used to connect to the device or the CNI.

5. Now you can configure the specific modem settings for this port. Refer to Figure 18. Note that
these options are only available if you chose Standard AT Modem for the type of connection.
These settings should reflect what your application expects regarding communications. If you
have any questions about the AT command set, refer to your application or modem user guide for
explanations.

a. Auto Answer is on by default and in most cases should remain on. Set the number of “rings”
before InvisiConnect™ will “pick up” the line.

b. Some applications do not properly interpret Verbose modem results. Uncheck this box to only
send decimal values or check it to send text values.

c. Some applications do not expect to see the baud rate with the connection message. You can
edit this field to remove or change the message.
Note: changing to or from Verbose mode affects the output.

d. Checking Echo will reflect any output back to the application. In most cases, enabling this
settings will result in duplicated data being returned because the device will normally send
any responses the application is expecting. Refer to your application’s user guide to
determine if this setting is necessary.

Change Auto Answer
a and ring settings here.
b Turn off verbose mode
Default settings will work if not supported.
in most circumstances.

‘ c You can edit the message

sent to your application here.

Figure 18 — InvisiConnect™ Configuration — COMs for Applications
e. The remaining settings are for advanced configurations as the default settings will work in
most cases.



6. Once you have completed the changes, click the <OK> button to save the configuration for this port. Repeat
these steps to add (or you can edit) more ports.

Configuring SMS/USSD Options

You will need to configure SMS (Short Message Services) to initiate any communications with the CNI.
(Configuring the CNI to accept SMS messages is covered later in this document.) Refer to Figure 19 for
configuring SMS.

1. Select SMS/USSD Configuration from the Options menu in InvisiConnect™ to display a settings
page similar to Figure 19.

2. Initially, the checkbox for Enable SMS/USSD is unchecked. Check it to continue configuring the
service.

3. There are three options available in the SMS/USSD Send Method section for sending SMS
messages to the CNI.

They are described as follows:

a.

Use SMTP Mail Server option. This uses a mail server (SMTP) to send the message. If you
are using only one carrier, enter the carrier's SMS domain information in the SMS/USSD
suffix field, eliminating the need to append the same information in the device configuration.

This option requires the mail server to be configured to accept SMS messages and forward
them appropriately. You would populate the fields with the mail settings provided by your mail
administrator.

Select Use Attached Cellular Modem if you have a cellular modem attached directly to the
workstation running InvisiConnect™. The settings you would enter here would come from the
modem’s setup guide. This method will not require you to enter a carrier’'s domain suffix
information to send messages since there is no message conversion process.

Select Use Relay Server to send the messages to a server that will then forward the
message to its destination. You would normally enter an internal IP address and port number
of the relay server, however you can also use an external IP address and port if the server is
not on your network. If the relay server requires a password, you would also enter it in the
appropriate field. This method does not require you to enter a carrier's domain suffix
information to send messages since there is no message conversion process.

NOTE: Implementing a relay server requires a CNI with special firmware. Contact Metretek if
you need assistance implementing this option.

Metretek’s recommended order of preference is to implement (b) Use Attached Cellular Modem,
then (c) Use Relay Server and finally (a) Use SMTP Mail Server.



d. Enter the IP address and port number of the relay server and a password if required.

e. Enter the public IP address for the InvisiConnect™ server here if you are implementing more
than one server. This allows each server to globally override the callback IP address for any
message sent from it. Entering a server’s IP address here will temporarily override the CNI's
programmed values allowing it to connect to a different server. Once the call is complete, the
CNI will use its default settings unless instructed by another SMS.

4. Click <OK> to accept the settings and return to the main window.

SMTP Settings - Enter
a the mail server’s info.

workstation that has an SMS

Kmodem attached directly.

‘ b Select this option for any

This uses a CNI that has been
programmed for sending SMS
messages .

Use the public IP
d address and port
number for the server.
Use this to change the
destination IP of the
e server instead of the
programmed value.

5. On the main InvisiConnect™ window, click the <Start/Stop> button to start the services. If you
receive any errors in the right pane of the window, repeat the above steps to help with
troubleshooting the error.

Figure 19 — InvisiConnect™ Configuration — SMS



Changing Trace and Alarm log sizes.

It is advisable that you increase the size of the trace files. Click <Options> on the main menu and the then
select <Trace & Alarm File Configuration> to make these suggested changes: Refer to Figure 20 when
configuring the suggested changes.

Set the Maximum Alarm File Size to at least 2048k

Set the Maximum Trace File Size to at least 2048k
Change the Output Window Buffer Size to at least 512k
Leave the checkboxes in their original state.

When you have completed these changes, click <OK> to return to the program.

You may wish to increase the log files to an even larger number depending on how much data you wish
to capture in them. Refer to the Help in InvisiConnect™ for more information about log files and names.

Figure 20 — InvisiConnect™ Configuration — Logs



Configuring Remote Devices

This section is where you configure InvisiConnect™ so the program knows which device(s) it will
communicate with. The devices are primarily the CNI units deployed remotely, although during setup and
MP32 programming, they should be local.

1. Select Change Remote Configuration from the Options menu item to open a settings dialog box
similar to Figure 21. (Note that this figure has already been populated with devices.)

2. Click the <Add Remote> button to add a remote device to the list. The device name can be up to
six (6) hexadecimal characters so you should consider a logical naming scheme to allow you to
identify the device by its name.



NOTE: InvisiConnect™ will automatically add the CNI to the RUID database if it does not exist when
the CNI calls the server. However, InvisiConnect™ will not populate all of the fields
automatically so some intervention may be required.

3. Enter the phone number of the CNI here. Depending on the carrier, you may also need to enter
the APN and login information. If you chose to use SMTP for your SMS solution and you are
using multiple carriers, you should append the carrier's SMS domain information to this field.

4. Setthe IP and Port for the device to call back. Entering an IP address here will override any other
callback IP addresses either programmed into the CNI or entered in the SMS/USDD settings
window. While this is a temporary override, the CNI will always receive this information in an SMS
until it is cleared, effectively making it a semi-permanent solution. This will not affect the CNI
settings on another InvisiConnect™ server.

5. You can return to these steps to add or configure more devices at any time. It is suggested that
you configure one or two devices for testing to make sure your configuration is correct.

Add remote units here via
2 the <Add Remote> button.

Enter the mobile number
3 of client modem here.

The IP and port is the public
IP/port of your workstation.

Figure 21 — InvisiConnect™ Configuration — Remote D  evice



Configuring Workstation Access Services (WAS) Client

InvisiConnect™ needs access to the global Internet. If the computer is located behind a corporate firewall
then the remote devices must be allowed through to the InvisiConnect™ Server’s IP address. If many
computers need to have access to the remote devices then this would require numerous “holes” through
the firewall. To minimize this risk the Workstation Access Service feature allows all computers within a
local network to interface to one and only one computer that is visible to the outside world. This feature
only applies to the Direct Serial Server MODSMOD Modem and the AT Modem Server.

If you are not using InvisiConnect™ as a WAS Server, you can safely skip this section.

This service can be configured any time after the InvisiConnect™ solution is in place. To reduce
troubleshooting, your application and device should already be configured to use InvisiConnect™ and
should be able to communicate with each other prior to implementing WAS.

Some portions of this section were previously published as Application Note #0606: Workstation Access
Service.

InvisiConnect™ Enterprise Server (IES) software, release 4.6.23 and later, now functions
as an application data routing server for other InvisiConnect™ powered workstations as
well as InvisiConnect™ CNI cellular client modems. This means any number of
workstations running your application program can connect to your field CNIs via
InvisiConnect™ Enterprise Server, thus making system expansion and remote control
easy to set up without firewall or network configuration changes. This new service is
called Workstation Access Service or WAS.

The Workstation Access Service (WAS) allows other computers (in addition to the server) to connect to
devices using one primary installation of InvisiConnect™ which is configured as the WAS Server. These
additional computers will not have to be configured with each device since they will use the server's
configuration and resources to communicate to each device and CNI, eliminating additional configuration
errors and troubleshooting as well as possible data loss.

WAS Server Configuration Changes

1. On the computer running as the InvisiConnect™ WAS Server, edit the interface used to
communicate with your CNI. Refer to Figure 22.

2. In the interface configuration window, check the box to enable WAS.
Change the port number if desired.

4. Setting a password is optional; however you may wish to implement a password for this service
for increased security.

5. Click <OK> to save the changes.
The InvisiConnect™ WAS Server is now configured to accept requests from WAS Clients.

7. Record the WAS Server’s local IP address and the WAS Service port number you selected. You
will need this information to configure the WAS Client.



Enabling WAS:
Check to turn on and
select a port number.

Figure 22 — Configuring WAS — Enable WAS

WAS Client Configuration Changes

1.

On the WAS client computer, add a Workstation Access Service Client interface. This interface
will connect to the WAS Server created in the previous steps.

Enter an optional description to identify the interface.

Enter the local IP address of the WAS server and the WAS port number you entered on the WAS
Server. If you enabled a password, you should also enter it here. See Figure 23.

Timing and latency issues on your network may require you to increase the wait time. For testing
purposes, you may want to change this number to 200 to help eliminate as many potential
problems as possible. Later you can adjust this value to improve performance.



Figure 23 — Configuring WAS — Client Configuration

5. Add a COM port for the new interface. This is what the application will use so verify the settings
with those expected in the application.

6. Click <OK> to save the settings, then in the main window, start the interface.

7. Launch the application and make sure it is set to use the COM port of the WAS client you just

created. If your application can perform a “modem query” you can have it do that to test the
connection.



Figure 24 — WAS Configuration — Sample Data

8. Figure 24. All data routed through the WAS Server and all CNI client modems are managed by
the InvisiConnect™ WAS server. This includes the SMS paging function. The WAS Client can be
used on any workstation that has the ability to connect to the InvisiConnect™ WAS server,
whether wired, wireless, internal or external connection.

Note that an external connection to the WAS server will most likely need additional firewall
configuration to allow access to the server.

9. Once you have established a connection to the WAS server, the COM port status will change to
“Connected” to confirm the connection and you will see the Transmit/Receive indicators illuminate
as data is transferred.

This completes the InvisiConnect™ configuration for a WAS client. If your installation requires
programming a CNI, continue with the next section, otherwise you can continue with Testing Your
Configuration.

Programming a CNI with MP32

MP32 is the tool used to program a CNI. The first time you launch MP32 you are reminded about the
Admin account’s password but you will not see this reminder on subsequent executions. Figure 25 will be
the normal startup window after login. At this time, the CNI should be readily available and have the
data/programming cable attached to it.



Click here to
2program a CNI.

Click here to set up
1communications.

Figure 25 — CNI Configuration — Initial Window

1. Typically, you would attach the programming cable to COM1 of your computer. Click on the
button labeled <Communication Configuration> to make changes or to verify which COM port you
are using.

2. To begin programming a CNI, click on the <GSM18...> button indicated in Figure 25 and a

window similar to Figure 26 will open.

3. If the CNI has already been programmed, you may wish to retrieve the settings by clicking on the
<Read> button. Note that there is no visual feedback on the CNI that the configuration is being
written or retrieved; instead, observe the bottom portion of the configuration window for status
messages.

4, If you need to program the CNI with new settings, follow these guidelines: Note that having a
configuration file (perhaps from another working and tested CNI) will reduce the programming
errors; simply change the necessary values to match the new CNI.



f. Enter a Device ID (RUID) here. Remember each RUID has to be unique so InvisiConnect™
can differentiate one CNI from another.

g. Enter the public IP address and port of the InvisiConnect™ server. If you are not using the
port shown, hold the <CTRL> key down and double-click the port number box to edit it.

h. There are some options for how the CNI reacts to the call. Use these checkboxes to alter the
CNI's behavior. Remember that placing a checkmark in any of the boxes other than Originate
Calls will keep the cellular connection alive which will drain the battery. If your CNI is on AC
power, you can disregard this warning.

i. Using a port range will sequentially cycle through the numbers in the range each time a new
connection is made to the server.

j- If you have a module for an additional alarm on the CNI you can set the IP and port number
for that alarm here.

k. These settings are the defaults and are adequate for a typical installation.

I.  The debounce time is a threshold time in which duplicate keystrokes are treated as a repeat.
Any duplicate packets within this period will be ignored.

|

Hold <CTRL> and
double click to edit.

Enter the Enter the IP/port of the
device’s ID. InvisiConnect™ server.

CNI Connection
Options.

Dual alarm
settings .

Default retry
fsettings.

Source port ranges rotate
ports for added security.

Set debounce
timing here .

Figure 26 — CNI Configuration — Programming



5. The Serial Port 1 and Serial Port 2 tabs are where you configure the settings for each port so the
CNI can communicate with your device. If you are experiencing problems communicating with
your device, check these settings as well as the device settings. The configuration pages for each
port are identical and the defaults are shown in Figure 27. Note that each serial port should have
a unigue RUID to distinguish between each device connected to the CNI.

6. The Cellular Settings tab shown in Figure 28 is where you will configure settings required to allow
the CNI to initiate communications with the InvisiConnect™ server. The cellular carrier you have
chosen should supply this information. The sample settings shown here show T-Mobile as the
carrier.

Figure 27 — CNI Configuration — Serial Ports

Figure 28 — CNI Configuration — Cellular Settings



7. Upon entering the information, click the <Program> button to program the CNI with the settings.

You will be prompted to confirm the operation as in Figure 29. Once programmed, you can now
test the connection between the CNI and InvisiConnect™.

Figure 29 — CNI Configuration — Confirm Programming

8. At this point it is highly recommended that you save the configuration file for this CNI. Use the
Save or Save As options under the File menu. Hint: Once you have tested a CNI, use its
configuration file as a template to program another CNI, changing only what is necessary.

9.

If you are finished programming your CNI, click the <Close> button to exit the programming
page and then click on <Close> again to exit MP32.



Testing Your Configuration

At this point it is assumed that your Application is configured to use the InvisiConnect™
COM port that was created (either on the server or client) and configured earlier in this
documentation and the Device is physically (and properly) connected to the CNI using
appropriate cabling. You can still test portions of the setup without connecting a device,
however you will not be able to use your application to query the device since it not
connected to the CNI.

There are three parts to the testing phase. These connections need to be confirmed:

The connection between the InvisiConnect™ server and the CNI communications needs to be
tested.

The connection between the application and InvisiConnect™ needs to be tested.

And finally, the connection between the CNI and the device needs to be tested. This test is
probably the most difficult to accomplish, especially if the device is already deployed.

InvisiConnect™/CNI Connection

This is the easiest connection to test since it does not involve your application or device. These steps
send an SMS to the CNI, which will then respond and initiate a call.

1.

Power on the CNI. Verify you have a cellular signal by viewing the green LED’s activity which
indicates signal strength — the faster it is blinking, the stronger the signal.

Start InvisiConnect™, verify its configuration and that the interface is running. If you are on a
WAS client, make sure the WAS server is also running. Note that the interfaces are automatically
started upon launching InvisiConnect™.

There are two different procedures to test the CNI/InvisiConnect™ connection.

The first procedure is helpful if you have not entered the CNI's information into the RUID
database.

a. Momentarily short the J2 Call jumper on the CNI board to initiate a call from the CNI
itself. Remember this will enter the RUID into the InvisiConnect™ database if it does not
already exist.

b. Remember to observe the LED activity on the CNI and the data in the trace window in
InvisiConnect™.

Upon successful completion of this procedure, you can now initiate a call from InvisiConnect™.
Note that you may have to add the carrier specific domain information to the phone number as
described above to ensure the CNI receives the SMS page.

a. Select Remote Configuration from the Options menu or click on the Remote
Configuration button.

b. Select the device you wish to test from the list.
c. Click the <SMS Now> button.

d. Observe the CNI's LED activity and the trace window in InvisiConnect™ to verify the
connection.

Figure 30. If you have the Remote Configuration window open when the CNI connection is
established, you will receive updated information in the Connection Info tab such as the Last
Reported Signal Strength and CNI port information identifying the Application Interface of the
Default Server. Hint: This is why it is a good idea to descriptively name your interfaces.



Figure 30 — InvisiConnect™/CNI Testing —Updates fro m CNI

Once the CNI connects with InvisiConnect™ you have confirmed the settings are correct between
them and can continue with testing the other components.

InvisiConnect™/Application Connection

This connection test only requires that the application use an InvisiConnect™ COM port. Once the
application has be configured to use an InvisiConnect™ COM port, you can attempt to make a
connection. Note that some applications will require you to make changes in more than one location.

Please note these steps are generic and should work in most cases. For specific instructions, refer to
your application’s setup guide.

1.

Start InvisiConnect™, verify its configuration and that the interface is running. If you are on a
WAS client, make sure the WAS server is also running. Note that the interfaces are automatically
started upon launching InvisiConnect™.

Start your application and verify it is using the same COM port as the one you configured in
InvisiConnect™.

Configure a new device (or reconfigure an existing device) with the phone number of the CNI.
Instruct the application to dial the device.

Once a connection has been established, use your Application to view data and/or send
commands.

Observe the trace window in InvisiConnect™ and the LED activity on the CNI to verify the
connection.

Once the application connects to the CNI you have confirmed the settings are correct between
them and can continue with testing the other components.

Note that if there is no device connected to the CNI, you will not get the expected results of any
commands you send from the application. This procedure is only to test the communications
connections, not transfer data.



CNI/Device Connection

This procedure will help test the connection between the CNI and the Device. Refer to your device’s user
guide and the CNI User Guide to make the necessary hardware connections. For reference, the CNI User
Guide has an example of how to connect a Metretek Gas Volume Corrector to a CNI board.

1.
2.

Your device should already be configured to answer a call.

Start InvisiConnect™, verify its configuration and that the interface is running. If you are on a
WAS client, make sure the WAS server is also running. Note that the interfaces are automatically
started upon launching InvisiConnect™.

Launch your application that normally communicates with the device and make sure it is properly
configured and communicating with InvisiConnect™.,

Make sure the CNI is powered up, configured and connected the device.
Instruct the application to dial the device.

Observe the trace window in InvisiConnect™ and the LED activity on the CNI to verify the
connection.

Once a connection has been established, use your Application to view data and/or send
commands to the device.

The device should respond as when it was connected via a phone line and you should be able to
perform any functions available to you from the application.

Now you can use your application as you normally would to call, configure and retrieve data from
the device.

Congratulations! Upon successful completion of this testing phase, your InvisiConnect™ solution is
properly configured and operating! Continue testing CNIs and different devices.



Final Notes

We at Metretek are continually improving our products and software and are constantly improving
InvisiConnect™ as both technology and our customers’ needs change. To help us improve
InvisiConnect™, we ask that you contact us at support@metretekfl.com with any questions or concerns

you have about this product. If you have a suggestion for an improvement, we would like to hear about
that too!

And since we are continually improving our products, minor version updates are typically free of charge to
existing InvisiConnect™ customers.

Remember there are specific settings in InvisiConnect™ that allow you to “tweak” the communications
process if you get inconsistent communications. Of course, Metretek Technical Support is available to
assist with your setup.



Glossary/Terminology

IXRTT (1X) — Single Carrier Radio Transmission Technology. Sometimes referred to as a "2.5G"
standard.

APN — Access Point Name. A way of verifying that you are allowed to transmit and receive data.
Application — Your software that is used to collect data from your device.

Binary — A base, numbering system and is the operating mode for all electronics. Valid numerals are 0
and 1, which are often referred to by their Boolean values of True/False or On/Off. A single value is also
called a “bit.”

Carrier — The cellular provider, such as Cingular, Verizon or T-Mobile. Each carrier has chosen to use
either CDMA or GSM for digital communications.

CDMA — Code Division Multiple Access. One method of cellular radio communications.

CNI — Cellular Network Interface. The remote portion of the InvisiConnect™ solution that is connected to
your device.

CSD - Circuit Switched Data. Typically analog cellular communications are in this form.
Device — The physical device used to collect data.

Firewall — Hardware or software that inspects network traffic and either grants or denies traffic based on
its type, source and/or destination information.

GSM - Global System for Mobile communications. Another method of cellular radio communications.

Hexadecimal — Or simply “hex” is a base;s numbering system typically used in computer programming.
Valid numerals are 0, 1, 2, 3,4,5,6,7,8,9,A, B, C,D, Eand F.

InvisiConnect™ - The software that provides the connection through the CNI to your device, which
translates the data between your application and your device.

NAT — Network Address Translation. This is used to open a socket from one network to another, typically
from the Internet to an internal network. InvisiConnect™ requires the CNI be able to connect to it either
directly or through NATting.

OTA — Over the Air.

Remote Unit — See CNI.

Server — The computer (hardware and operating system) where InvisiConnect™ is installed and running.
Socket — A networking term, which is comprised of an IP address, a port and a protocol.

WAS — Workstation Access Service. The feature in InvisiConnect™ that allows another computer (client)
to connect to a central installation of InvisiConnect™ that has all of the settings and configurations. This
allows changes to be made in only one location rather than many, reducing errors.



